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Agenda:
1.Introduction to sFlow

2.Hands on deployment of open source host-sflow agent
3.Passive TCP delay, loss and jitter measurements
4.Network-wide packet drop analysis
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Agenda:
1.Introduction to sFlow

2.Hands-on deployment of sFlow tool-chain
3.Passive TCP delay, loss and jitter measurements
4.Network-wide packet drop analysis
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sFlow Data Model sfFlow

anMon)

Observability and Controlability

1. Model the system.

2. Decide on key metrics. No hidden state.

3. Detail: measurements must be actionable.

4. Latency: measurements must be timely.

5. Accuracy: measurements must be accurate (enough).
6. Use efficient, extensible protocol.

sFlow designed by control engineer, not computer scientist!
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anMon) sFlow Data Model sFlow

sFlow models a node in a packet-switched network
as a "black box" with ports, forwarding and buffering.

Forwarding Decision
Data Source (switching/routing) LAG

(observation point) \ (and M-LAG)

Discards Buffering

(with reason) (delay and queue depth)

An sFlow data source sends:

1. Counters (periodic) - interface counters, CPU/RAM counters, LAG info, ...

2. Packet headers (1:N random sampled) - with in/out ports + forwarding + buffering
3. Dropped packets (rate-limted) - with drop-reason

Copyright © InMon Corporation 2025



anMon) sFlow Data Model sFlow

Within a node, virtual data-sources (containers, VMs, JVMs, applications) can also be modeled:

_ Application
VM, Contalner, JVM (virtual observation point)
(virtual observation point) /

NIC

(physical observation point)

Virtual Switch
A VM data source can send CPU/mem/IO counters (e.g. Kubernetes Pod).

An application data source can send 1:N client-server transaction samples (e.g. Web Server).
Packet-samples can be annotated with the identity of their virtual source or destination.

Copyright © InMon Corporation 2025



iInVion Counters are not enough S

‘ ® OO0 /"K @D Traffic Sentinel X \L - l
C M X https://inmon.scll.org/inmsf/Monitor?action=counters&show=frames kA €
@Trafﬁc Sentinel i

Status | Interfaces | Trend | Factors | Circles | TopN |

Filter:
SC11 > Seattle > SCinet > Core > core-1 > | "edge-2:2/1/1" : || Show Map || Agent Details || Explore |

Show [ Frames :J ifType [ All :J ifSpeed [ All :] Truncate | 10
Date | Thu11/10 ¢ | Time | 10:00PM : | Interval | 120 minutes & |

Frames
10 Nov, 22:00 - 11 Nov, 00:00, interval=1 min.

9 M-
8 M-
7 M
6 M-
5M
4 M-
3M
2 M-
1 M-

Frames per Second

1 M-
2 M-
-3 M-
4 M-
5 M-

23:00 23:20 23:30 23:40 23:50 00:00

Time

22:00 22:10 22:20 22:30 22:40 22:50

W Unicasts In m Unicasts Out m Broadcasts In m Broadcasts O = Multicasts In m Multicasts Out

Copyright ©® 1999-2011 InMon Corp. ALL RIGHTS RESERVED
https://inmon.scll.org/inmsf/Monitor?action=factors

Why the spike In traffic”
(100Gbit link carrying 14,000,000 packets/second)
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iInMon

sFlow also exports random samples sFlow

| e O O | @ Traffic Sentinel ~ ‘\\ S i
€« C' & X hitps://inmon.scll.org/inmsf/Monitor?action=trend wi N |
i\ _>Trafﬂc Sentinel

""" ([ " Hosts  Services  Signatures  Reports  Maps  Controllor | Search  Help
ius torfaces | Trend Faciors | Ckclos | TooN

Filter:

SC11 > Seattle > SCinet > Core > core-1> “edge-2:2/1/1" : | ShowMap || Agent Details || Explore |

Chart | Top Connections : | Host| Al : | Protocol | Al
Date | Thu 11/10 : | Time | 10.00PM : | Interval | 120 minutes : | Units | Bits/sec.
Where (2) | OK || Edit || Clear |

Server Address Server Port Client Address Bytes In Bytes Out Bytes
B 119 UDP.63 (whols++) ARonnes-661-1-107-1.w2-2abowanadoofr (222.1) 196.16M  3887G 39.05G
B ARcores-651-1-107-1w2-2.abowaradootr (222.1) UDPES (whoiges) 304G 199.69M 36246
0 ARorres651-1-107-2w2-2.0%0 wargdoo #(22.22) UDPES (whoiges) 1.11.2 36.20G 0 38206
O ARennes-§51-1-107-1.w2-2.abowanadootr (222.1) UDP:8 1111 0 227.20M 227.20M
ARonres-651-1-107-1.w2-2.abo wanadoo fr (22.2.1) UDPST 1111 0  218.03M 218.03M

' '
2300 (23250

Break out traffic by client, server and port
(graph based on samples from100Gbit link carrying 14,000,000 packets/second)
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anMon) Important properties sFlow

Important properties:
1.Scalable

2.51imple

3.Real time
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2.51imple
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800G?
No problem

Scalability - link speed

® © ® @ usc-Caltech 400G Demo-C: X  +

< C & https://inmon.sc18.org/inmsf/Q/sc18-CalTech.js Q % ° D (2]
@ usc-Caltech 400G Demo - CalTech Booth

Top Sources (Dell switch on CalTech Booth) Top Sources (Arista switch on USC Booth)

Protocol Stack VLAN In Source Address Protocol Stack VLAN In Source Address
B MAC.VLAN.IP.TCP 3199 10.100.99.101 [l MAC.VLAN.IP 3020

7111
200G B MAC.VLAN.IP.TCP 1771 10.10.30.161 gooGg H MAC.VLAN.IP 3021 41141
O MAC.VLAN.IP.TCP 1772 10.10.40.161 O MAC.VLAN.IP 3021 3.1.1.1
Bl MAC.VLAN.IP.TCP 1445 10.36.36.1 [ MAC.VLAN.IP 3021 1.1.1.1
- Il MAC.VLAN.IP.TCP 1448 10.36.37.1 - l MAC.VLAN.IP 3020 6.1.1.1
S 150G | [l MAC.VLAN.IP.TCP 1445 10.36.36.2 S 600G [ MAC.VLAN.IP 3020 8.1.1.1
§ [ MAC.VLAN.IP.TCP 1448 10.36.37.2 § [H MAC.VLAN.IP 3020 5.1.1.1
‘2 [E MAC.VLAN.IP.TCP 1771 10.10.30.12 ‘e [ MAC.VLAN.IP 3021 21141
L [l MAC.VLAN.IP.TCP 1772 10.10.40.12 Q
2 '°°C | EMACVLANIPTCP 50  198.32.44.223 o Y%
m i3]
50G 200G
0 0
17:00 17:00 19:00 20:00 21:00
Aggregate CPU Utilization (all servers) Aggregate Interrupts (all servers)
B %User M Interrupts
B %Nice 2.5M [l Context Switches
14 [ %System
M %I/0 Wait
12l %IRQ 2M
E %Soft IRQ 2
10
2 § 1.5M
o .
g ° &
° 2
6 c 1M
g
IT]
4
500K
2
0 Or T T T T T T
17:00 18:00 19:00 20:00 21:00 22:00 23:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00
Top Interfaces (Caltech Booth) Top Interfaces (USC Booth)
I/F In Agent I/F In I/F In Agent I/F In
[ 140.221.140.254>57 A254.1413.sc18.org DROP-M [l 140.221.140.100>15001 A100.1413.sc18.0rg Caltech to USC
200G [ 140.221.140.254>24 A254.1413.sc18.org DROP_F 800G [ 140.221.249.37>1001  mgmt-noc-dci-400g.sc18.0rg usc
[ 140.221.140.254>21 A254.1413.sc18.org DROP-A [ 140.221.140.100>23001 A100.1413.sc18.0rg Caltech to SCinet-noc
[ 140.221.140.254>25 A254.1413.sc18.0rg DROP-K
- [l 140.221.140.254>61 A254.1413.sc18.0rg caltech-dtn3-a_port1 o
S 150G | [ 140.221.140.254>40 A254.1413.sc18.0rg Arista-eth1/28 S 600G
§ [ 140.221.140.254>22 A254.1413.sc18.0rg DROP-B §
@ @ 140.221.140.254>18 A254.1413.sc18.0rg caltech-dtn1-c_port2 @
2 [ 140.221.140.254>46 A254.1413.sc18.0org ethernet1/1/36 e
2 100G T N W @ 400G
o o
50G 200G
0 0
17:00 K 20:0020:17 : 17:00 18:00 19:00 20:00 21:00 22:00 23:00 23:57

Copyright © 1999-2018 InMon Corp. ALL RIGHTS RESERVED
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sFlow

Scalability - Network
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Scalability - Servers sFlow

o ) @ inmonts.nrp-nautilus.io ® d] + O

B @ 9 [ N Traffic Sentinel

(TS Traffic Sentinel Welcome, nelimckee [Logout]
| Flle | Home | Events Traffic BUTTJN Services  Reports | Maps | Search | Help - . o 1
Status | Statistics | Trend | @ @ inmonts.nrp-nautilus.io @ h + O
Fliter:
UCSD > Nautilus >l All :I Explore | Cﬁ)' n @ Traffic Sentinel
Show[Status .] Son[CPU ,] Machlne'l’ype_ os Name Truncata ‘m Traffic Sentinel Welcome, nelimckee [Logout]
Status Host
CPU Memory e} Network Agent Host Name Host Type Machine Type 0S Name mmm Hosts mmmm n|
| 3 — 3 uicnrp01_evi.uic.edu uicnrp01.evl.uic.edu Physical x86 (64bit) Linux Status | Statistics | M I
| 3 — 3 k8s-gend-sm.calit2 optiputer.net k8s-gend-sm.calit? optiputer.net Physical x86 (64bit) Linux
1] 3 | —— | 3 clu-flona2.ucmerced.edu clu-fiona2 ucmerced.edu Physical x86 (64bit) Linux
- — — [ k8s-3080-01.calit? optiputer.net kBs-3090-01.calit? optiputer.net Physical X86 (64bit) Linux Fliter:
| __u] 3 3 3 hece-chase-shor-c4715.unledu hce-chase-shor-c4715.unl.edu Physical x86 (64bit) Linux
=0 — — — gpn-fiona-mizzou-1.met.missouri.edu gpn-fiona-mizzou-1.met. missouri.edu Physical X86 (64bit) Linux UCSD > Nautlilus > [A" :] Explore I
=} e | | —— | 3 ulcnrp-fiona.evl.uic.edu wicnrp-fiona.evi.uic.edu Physical x86 (64bit) Linux
B0 O O O rpfions00tsimzamohorg nep-fiona-001.sdmz smnh org Physical 86 (641) Linux show [ Al $] Date 17 Jan 2025 Time Interval Machine Type 0S Name
| 3 — 3 gpn-cisco2-nautilus greatplains.net gon-clsco2-nautibus greatplains.net Physical x86 (64bit) Linux
| e | | —— | 3 fiona-1.famu.edu fiona-1.famu.edu Physical x86 (64bit) Linux
= — — — gpn-fiona-mizzou-2.met. missouri.edu gon-flona-mizzou-2. met.missouri.edu Physical x86 (64bit) Linux Load Avg. Swapping
B 00 0o ED  novpmcs. Mcoom o522 Py o | Lo | mLoed Avg. (1 min,) § | Swepin
hce-nn 0r-C. .unl.edu hec shor- .unl.edu cal it nux i s
= — — [ R — suncave-5 Phﬁlw X86 isabn; Linux g =| WLoad Avg. (5 min.) 24| BSwap Out
e — — 3 fiona. its.hawaii.edu fiona.its.hawas.edu Physical x86 (64bit) Linux '?: «| OLoad AVQ' (15 mm.) R "
1 OOOO S e rv e r s 9 = — — 3 suncave-13 suncave-13 Physical X86 (64bit) Linux - x g
] = c/ / [0 k8s-4090-01.calit2 optiputer net KB5-4090-01.cal2 optiputer.net Physical X86 (64bit) Linux . @ ’:
= e | — e k8s-haosu-06_sdsc optiputer.net kB8s-haosu-06.sdsc.optiputer.net Physical x86 (64bit) Linux M2 0% @ a0 o3 040 P24 030 (LR 00 e 204
e 3 3 3 hece-chase-shor-c4705.unledu hce-chase-shor-c4705.unl.edu Physical x86 (64bit) Linux
N o p ro b I e m = 3 — 3 ry-gpu-03.sdsc.optiputer.net ry-gpu-03.sdsc.optiputer.net Physical x86 (64bit) Linux Utllization Memory
= 3 — =3 ry-gpu-14.sdsc.optiputer.net ry-gpu-14.sdsc.optiputer.net Physical x86 (64bit) Linux « ) B%User BMaem. Used
B 0o 0o OO ieossstissonos Koo rate 0 st Physica oo v ] Eh il J e —————————— Y L LR L
s-bhar .sdsc.optiputer.net .sdsc.optiputer.nef ys nux a
— — — =0 node-1-5.sdsc.optiputer.net node-1-5.sdsc.optiputer.net Physical X86 (64bit) Linux PR I:I%Syutam g " | OMem. Buffered
EO O O O  rcitidegpudd.sdsuedy rci-tide-gpu-04. sdsu.edu Physical X86 (64bit) Linux @ %10 Wait «+ | @Mem. Cached
— — — — nrp-c12.nysernet org nrp-c12.nysemet.org Physical x86 (64bit) Linux | %IRQ . BEMem. Free
— 3 | ——| 3 rci-tide-gpu-01.sdsu_edu rci-tide-gpu-01.sdsu.edu Physical x86 (64bit) Linux | %Soft IRQ 0® [ = a0 003 040 PR 030 AL N0 e 2040
— 3 — 3 k8s-8100-01.suncorridor.org kB8s-a2100-01.suncorridor.org Physical x86 (64bit) Linux Processes Pa 9| ng
— 3 | 3 rci-tide-gpu-09.sdsu_edu rci-tide-gpu-09.sdsu.edu Physical x86 (64bit) Linux )
— — — [  gpub0.nmp.hpcudel.edu gpu00.nrp.hpc.udel.edu Physical X86 (64bit) Linux :" m#CPUs 2 | @Page In e
/] 3 — 3 hec-prp-c5036.unl.edu hec-prp-c5036.unl.edu Physical x86 (64bit) Linux 3 ;’( @ Processes Rm ci ": .page ot I —
— e | | —— | e nrp-gl.nysemet.org nrp-g1.nysemet.org Physical x86 (64bit) Linux § . iw
— — — — rci-tide-gpu-08.sdsu.edu rci-tide-gpu-08 sdsu.edu Physical x86 (64bit) Linux - - -~ - —
— 3 — 3 rci-tide-gpu-16.sdsu_edu rci-tide-gpu-16.sdsu.edu Physical x86 (64bit) Linux s : —— T — S ——— g‘ : ——— S—e = T —
— 3 — 3 rci-tide-gpu-05.sdsu_edu rci-tide-gpu-05.sdsu.edu Physical x86 (64bit) Linux ) ]
= — — [ hce-prp-c5038.unl.edu hee-prp-c5038.unl edu Physical X86 (64bit) Linux I - e - e s e amad . S s B
—3 3 | —— | 3 perfsonar.csusb edu perfsonar.csusb.edu Physical x86 (64bit) Linux Interrupts VO Operations
— — — [ hco-prp-c5027.unl.edu hec-prp-c5027.unk.edu Physical X86 (64bit) Linux °
— — — — netw-fiona-ucsf.stanford.edu netw-flona-ucsf.stanford.edu Physical x86 (64bit) Linux ¥ wu| Binterrupts per Second — g 190K BReads
— — —/ [  k8s-gpu-lucredu KkBs-gpu-1.ucr.edu Physical Xx86 (B4bit) Linux é « | B Context Switches — — e °f BWhites —— —t T e e —
— — — — hee-nrp-shor-c5809.unl.edu hee-nrp-shor-c5809.unl.edu Physical X86 (64bit) Linux 3 - § X e S e S T S — P P o S ——
— — — 3 k8s-gend-07.ultralight org kB8s-gend-07_ultralight. org Physical x86 (64bit) Linux 2 2
— 3 | —— | 3 nrp-c10.nysernet org nrp-c10.nysemet.org Physical x86 (64bit) Linux E = . §
— 3 — 3 k8s-haosu-03.sdsc.optiputer.net kB8s-haosu-03.sdsc.optiputer.net Physical x86 (64bit) Linux : - :
— 3 | —— | 3 ry-gpu-13.sdsc optiputer.net ry-gpu-13.sdsc.optiputer.net Physical x86 (64bit) Linux = e o - e e = o e i e e
— — — [  k8s-gpu-S.ucsc.edu kBs-gpu-5.ucsc.edu Physical x86 (64bit) Linux Network Bytes /O Bytes
— 3 — 3 fiona-dtn-1.ucsc.edu flona-dtn-1.ucsc.edu Physical x86 (64bit) Linux )
— e | | —— | 3 rci-tide-cpu-01.sdsu.edu rci-tide-cpu-01.sdsu.edu Physical x86 (64bit) Linux g : .gytes '&‘ Py E = .By‘es a?‘u’ ‘_,—’_'__’_\ e ——N——— %
— — — — ry-gpu-11.sdsc.optiputer.net ry-gpu-11.sdsc optiputer.net Physical x86 (64bit) Linux 3 e a2 yct?f )-Eb{-t’-r‘:r-—\ } r}_)-d_:‘ﬂ W 3 1o | @ Bytes Written T —
— 3 — 3 £pic001_clemson_edu epic001.clemson.edu Physical x86 (64bit) Linux i 2 wo
— 3 | 3 node-1-1.sdsc.optiputer.nat node-1-1.sdsc.optiputer.net Physical x86 (64bit) Linux g 1 g J4—— B e T e e e P S S e WP o
L O ©CO 3O  rciopcpuOdsdsuedu rel-nip-cpu-04.sdsu edu Physical X86 (64bit) Linux v ”
— 3 | —— | 3 hee-chase-pki-c4012.unledu hce-chase-pki-c4012.unl.edu Physical x86 (64bit) Linux : 358 2030 e 2020 oe3e 304 : s3%8 3030 AL 2220 0se 3140
— 3 | —— | 3 nautilus-it-gpu01 fullerton.edu nautilus-t-gpu01.fullerton.edu Physical x86 (64bit) Linux
— — —/ [ rci-nrp-gpu-04.sdsu.edu rei-nrp-gpu-04.sdsu.edu Physical X86 (B4bit) Linux Network Packets 11O Time
— 3 — 3 ry-gpu-06._sdsc.optiputer.net ry-gpu-06.sdsc.optiputer.net Physical x86 (64bit) Linux § - B Packets In ;: (5] AVQ. Read Time
—3 3 — 3 nautilus-it-cpu07 fullerton_edu nautilus-it-cpu07 fullerton.edu Physical x86 (64bit) Linux . ;
— — —/ — ry-gpu-15.sdsc.optiputer.net ry-gpu-15.sdsc.optiputer.net Physical x86 (B4bit) Linux ‘f . :;ackets Out nOn m . ._J_LJ_U [ r ' Wﬁw M —;- :‘: B Avg. Write Time
— — —/ — k8s-gpu-01.calit2 optiputer.net kBs-gpu-01.calit? optiputer.net Physical X86 (64bit) Linux ;8; o -0 Drops In i — e - g e —
— — — 3  rci-tide-gpu-02.sdsu.edu rci-tide-gpu-02 sdsu.edu Physical X86 (64bit) Linux 5 | B Drops Out U_‘_‘ Ll L) | U L) M\_:—-_-h N ruuwuunr ) I—q '_r\l
— — —/ — k8s-haosu-11.sdsc.optiputer.nat kBs-haosu-11.sdsc optiputer.net Physical x86 (B4bit) Linux  , i Errors In ": e —— S S —— = — -
—3 e | — 3 ry-gpu-04_sdsc optiputer.net ry-gpu-04.sdsc.optiputer.net Physical x86 (64bit) Linux @ Errors Out 0»n ww a0 o3 20240 P4 030 AL N0 e 2042
—3 e | — 3 hee-nrp-shor-c5917.unl.edu hee-nrp-shor-c5917.unl.edu Physical x86 (64bit) Linux
— 3 — 3 ry-gpu-05._sdsc optiputer.net ry-gpu-05.sdsc.optiputer.net Physical x86 (64bit) Linux
— — — 3 ry-gpu-10.sdsc optiputer.net ry-gpu-10.sdsc.optiputer.net Physical x86 (64bit) Linux Copyright © 1999-2024 InMon Corp. ALL RIGHTS RESERVEL
— 3 — 3 caph-1.gpn.onenat.nat ceph-1.gpn.onenet.net Physical X86 (64bit) Linux
— 3 — 3 hee-nrp-shor-c6013.unl.edu hee-nrp-shor-c8013.unl.edu Physical x86 (64bit) Linux
—3 3 — 3 k8s-haosu-05 sdsc optiputer.net kB8s-haosu-05.sdsc.optiputer.net Physical x86 (64bit) Linux
—3 3 — 3 nautilus1.hpc.uark.edu nautilus1.hpc.uark.edu Physical x86 (64bit) Linux
—3 e | — 3 gpu-18.nrp-mghpcc.org Physical x86 (64bit) Linux
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anMon) Important properties sFlow

Important properties:
1.Scalable

2.51imple

3.Real time
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anMon)

Config - Network sFlow

SONIC

sudo config feature state sflow enabled
sudo config sflow collector add my-collector 10.1.2.3

Arista

sflow sample 10000

sflow polling-interval 20

sflow vrf mgmt destination 10.1.2.3

sflow vrf mgmt source-interface ManagementO
sflow sample rewrite dscp

sflow extension bgp

For more examples, see https://github.com/sflow/config

Copyright © InMon Corporation 2025


https://github.com/sflow/config

Config - Server sFlow

Nautilus hsflowd.conf

sflow {
agent.cidr =1172.16.0.0/12
agent.cidr = 1192.168.0.0/16
agent.cidr = 110.0.0.0/8
agent.cidr =!::/0
collector {ip = 10.111.42.41}
collector {ip = 10.109.4.240}
collector {ip = 10.97.26.74}
sampling.1G = 2000
sampling.10G = 5000
sampling.40G = 10000
sampling.100G = 20000
sampling.200G = 50000
sampling.400G = 80000
sampling.800G = 100000
sampling.1200G = 100000
headerBytes=256
pcap {speed=1G-}
tcp { tunnel=on }
k8s { markTraffic=on eof=0n }
nvml {§
dropmon { limit=50 max=30000 hide=dev_kfree_skb_any }

Same config applies to
over 400 agents

Copyright © InMon Corporation 2025



anMon) Important properties sFlow

Important properties:
1.Scalable

2.51imple

3.Real time
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Real-time control with sFlow-RT  sFlow

l ® 00 /L,sFlow-RT x\D ‘ e ‘

& > C fi [} 10.0.0.162:8008/metric/ALL/ddos/html XY

@D sFlow-RT

AE A f Aot
ow gents atrics

5K
. attack
controller disabled s controller enabled
4K -
l control
3K . implemented
attack
2K - : : detected aliminated
attack
starts
y p \ threshold
attack
starts
0
08:23:47 ®:24:29 08:25:12 08:25:55 08:26&8 08:27:21 08:28:04 08:28:47
" ddos
Metric Top Key Agent Value
ddos 1001,10.0.0.151 10.0.0.234 0.01

Copyright © 2012-2014 InMon Corp. ALL RIGHTS RESERVED
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Real-time control with sFlow-RT

(] v @ inmon.scconf.org @ [_I] + [E]

G 2 :; S @ Flow Browser

@) From Peter >
@ Flow Browser

ipsource,ipdestination,ibbtopname bps 'ipsource'="10.31.1.101'&'ipdestination'='10.31.1.68'&'ibbtopname'='SEND'

ipsource ipdestination ibbtopname
[ 10.31.1.101 10.31.1.68 @ SEND

Bits per Second

12:00 12:01

12:02 12:03 12:04

Copyright © 2015-2020 InMon Corp. ALL RIGHTS RESERVED

15 second oscillation in 400G RoCE2 stream (when competing with other traffic)

sFlow



iInMon

LN N

@ @

Hlfv <

L odbe) 5
* ey X

Real-time control with sFlow-RT

sFlow-RT = scriptable real-time analytics engine
(sFlow, BGP, DNS, OpenFlow, REST, FlowSpec)

@ sFlow Test

Test

Instructions

Switch

Bits per Second

©
c
Q
(&7
[}
1)
g
2]
=
=
x
O
[
o

Samples per Second

@
s

_.
=

00

B Flows
[l Counters

10.0.0.30

@ sFlow Test

\ |

\

I\ AN

16:32
[l Flows
B Counters

16:33

]

\

16:36

16:32

16:33

16:34 16:35

AP A AL A

I AN

16:36

16:32

Status

16:33

Test duration

Check sequence numbers
Check data sources
Sampled packet size

16:34 16:35

Test
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AV

314 seconds
1,993 datagrams
counter=3 flow=2
9,090 samples

Info

sfFlow

10-second traffic bursts.
5-second counter polling (red),
but packet sampling (blue)
still much lower latency.

(example is vpp-sflow)

VPP data-plane

vpp-sflow, Sept 2024

VPP main hsflowd

node=sflow

el el

Linux Interfaces,

performance
counters etc.



anMon) Optional Extensions sFlow

Options:

1.Headers of dropped packets
2.TCP delay, loss and jitter
3.0ptical link metrics

4.Transit delay and queue depth
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anMon) Optional Extensions sFlow

Options:

1.Headers of dropped packets
2.TCP delay, loss and jitter
3.0ptical link metrics

4.Transit delay and queue depth
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inMon) Headers of Dropped Packets  sFlow

SFIOLU® packet drop notification

What = header of dropped packet (with MAC, VLAN, IP...)
Where = switch / switch port where drop occurred

«.. Why = standard reason-code (ACL, no route, no buffer, MTU,...)

~
N
~
~
~
~
~
~
~
~
~
~
~~
IS

Linux servers running hsflowd report
same standard measurement
(packets dropped in kernel stack)
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inMon

Headers of Dropped Packets sFlow

startSample - - - - - - - - - - oo —————

sampleType tag 0:5

sampleType DISCARD

sampleSequenceNo 1179686

sourceId 0:2

dropEvents 60445424

inputPort 2

outputPort 0

discardCode 256

discardReason unknown

discarded flowBlock tag 0:1038

discarded extendedType function

discarded symbol stp pdu rcv+0x90/0xal [stp]

discarded flowBlock tag 0:1

discarded flowSampleType HEADER

discarded headerProtocol 1

discarded sampledPacketSize 53 packet header decoded at collector
discarded strippedBytes 4

discarded headerLen 53

discarded headerBytes 01-80-C2-00-00-00-5C-5E-
AB-72-93-24-00-27-42-42-03-00-00-02-02-0E-12-0A-00-01-02-03-04-05-00
-00-07-D0-F2-0A-5C-5E-AB-72-93-01-82-22-02-00-14-00-02-00-0F-00-00
discarded dstMAC 0180c2000000

discarded srcMAC 5c5eab729324

endSample @ ---»—--—-+"—--"—""""-"---:"0+

sflowtool output:
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Headers of Dropped Packets sFlow

@ inmon.scconf.org

@ sFlow Dropped Packet Visibility

@ sFlow-RT: Dropped packets and network telemetry

Counters: Total Traffic

250M

n
o
=}
<

150M

100M

Bits per Second

50M

Hardware switch:

06:58

06:58

06:59 07:00
Samples: Top Flows
500M Source Destination Protocol
[l 2001:468:1F07:FF17::XXXX 2001:468:1F07:FF17::XXXX udp(17)
g 400M | [l 1.228.113.xxx 140.221.253.xxx tcp(6)
8 [ 140.221.252.xxx 140.221.252.xxx udp(17)
¢ 300M | [l 140.221.252.xxx 140.221.252.xxx udp(17)
5 Il 2001:468:1F07:FF17::XXXX 2001:468:1F07:FF17::XXXX tcp(6)
Q 200M ‘
2 ‘ !
o A |
100M | ‘ 1
0 | VI L J

06:59 07:00
Notifications: Dropped Packets
Reason Agent Source Destination Protocol

o 15 [l port_loopback_filter b88746b6 146.75.81.xxx  192.168.219.xxx tcp(6)
5 [l port_loopback_filter b88746b7 146.75.81.xxx  192.168.219.xxx tcp(6)
8 [ ingress_vlan_filter e4eb9719 FE80:XXXX FF02::XXXX 58
(2 1 | [ port_loopback_filter b88746b7 140.221.244.xxx 140.221.244.xxx udp(17)
8 [l port_loopback_filter b88746b6 3.128.195.xxx  192.168.243.xxx tcp(6)
3
g 05 1 “ \
] 'V | A

0 L : ‘

e ———————————————————

Arista switch (Broadcom ASIC) at SC23 in Denver

T
06:58

06:59

T
07:00 07:00:36

07:01

07:01

07:01

07:02

07:02 07:02:32




Headers of Dropped Packets sFlow

O ®@ [ < ) @ sflow.nautilus.optiputer.net C © @ +

i (™ Discard Browser

@ Discard Browser

function,asn:ipsource:both,dns:ipsource,stack,ipde fps 'function'='ip_error' m
function asn:ipsource:both  dns:ipsource stack ipdestination tcpdestinationport
M ip_error AS26397 OPTIPUTER 67-58-51-233.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp 10.244.217.251 6800
12 B ip_error AS26397 OPTIPUTER 67-58-51-232.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp  10.244.217.251 6800
- [ ip_error AS26397 OPTIPUTER 67-58-51-237.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp 10.244.217.251 6800
Llnux servey: W ip_error AS26397 OPTIPUTER 67-58-51-234.csi-rbdplugin-metrics.rook-system.sve.cluster.local. eth.ip.tcp  10.244.217.251 6800
10 | [l ip_error AS26397 OPTIPUTER 67-58-51-227.csi-cephfsplugin-metrics.rook-system.svc.cluster.local.  eth.ip.tcp  10.244.217.251 6800
-g [ ip_error AS26397 OPTIPUTER 67-58-51-236.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp 10.244.217.255 6800
8 [ ip_error AS26397 OPTIPUTER 67-58-53-155.node-exporter.monitoring.svc.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
‘2 8 B ip_error AS26397 OPTIPUTER 169-228-132-18.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
4 M ip_error AS26397 OPTIPUTER 67-58-53-161.node-exporter.monitoring.svc.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
S 6 B ip_error AS26397 OPTIPUTER 67-58-51-236.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp 10.244.217.251 6800
g
L
4
2
0 l . | Adl A A
12:02:00 12:03:00 12:04:00 12:05:00 12:06:00

Copyright © 2015-2020 InMon Corp. ALL RIGHTS RESERVED
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anMon) Optional Extensions sFlow

Options:

1.Headers of dropped packets
2.TCP delay, loss and jitter
3.0ptical link metrics

4.Transit delay and queue depth
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TCP Delay, loss and jitter sfFlow

anMon)

Now hsflowd can annotate packet samples with netlink tcp_diag info...

hsflowd ~—~—

A .. packet

netlink_diag .. Samples
\ TCP State Table

user-space

kernel

NIC —/

hsflowd = host-sflow daemon = http://sflow.net
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http://sflow.net

inMon

startSample - - -———————————————————
sampleType tag 0:1
sampleType FLOWSAMPLE
sampleSequenceNo 153026
sourceId 0:2
meanSkipCount 10
samplePool 1530260
dropEvents 0

inputPort 1073741823
outputPort 2
flowBlock_ tag 0:2209
tcpinfo_direction sent
tcpinfo_send mss 1448
tcpinfo receive mss 536
tcpinfo _unacked pkts O
tcpinfo lost pkts O

tcpinfo retrans pkts O ““-~§--.

tcpinfo_path mtu 1500 TCP info goes out with packet header sample

tcpinfo rtt us 773

tcpinfo _rtt_uS var 137

tcpinfo_send congestion _win 10

tcpinfo reordering 3

tcpinfo rtt uS min O

flowBlock tag 0:1

flowSampleType HEADER

headerProtocol 1

sampledPacketSize 84

strippedBytes 4

headerLen 66

headerBytes 08-00-27-09-5C-F7-08-00-27-B8-32-6D-08-00-45-C0-00-34-60-79-40-00-01-06-03-7E-0A-00-00-88-0A-00-00-86-84-47-00-B3-50-6C-E7-E7-D8-49-29-1"
ED-15-34-00-00-01-01-08-0A-18-09-85-3A-23-8C-C6-61
dstMAC 080027095cf7

srcMAC 080027b8326d

IPSize 66

ip.tot len 52

srcIP 10.0.0.136

dstIP 10.0.0.134

TCP Performance Monitoring sFlow
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TCP Performance Monitoring

] ~

e

G @+
@) TCP dashboard, URL parameters are zone,ASN,group,dedup

@ inmonts.nrp-nautilus.io

N TCP dashboard, URL parameters are zone,ASN,group,dedup

SF

ow

TCP Retransmissions/s TCP Retransmissions/s by Protocol TCP Retransmissions/s by Connection
12K Source AS Destination AS 12K Protocol Path MTU 12K Source Destination  Protocol Path MTU
[l KREONET2-AS-KR KREONET-AS-KR [ TCP:8443 9000 [ 216.165.12.68  209.124.180.246 TCP:5201 9000
1ok | O SDSC-AS SDSC-AS 1ok | O TCP:5201 9000 vok | [0209.124.180.246 216.165.12.68  TCP:5201 9000
[ KREONET-AS-KR KREONET2-AS-KR CITCP:6922 9000 []143.215.254.14 128.171.110.11 TCP:5201 9000
sk | [ ONENET-AS-1 UCSB-NET-AS sk | [ TCP:56203 8930 ek | [124.75.124.45 134.75.115.132 TCP:8443 9000
[ INTERNET2-0SG  NU-AS [ TCP:49807 8930 M 128.61.147.42 163.253.29.15 TCP:8443 9000
6k | H CSUNET-NW UCR-EDU sk | M TCP:6810 9000 ek | B 124.75.115.132  134.75.124.45 TCP:8443 9000
B MGHPCC-AS MGHPCC-AS [ TCP:42005 8930 I 198.324349  169.236.28.35 TCP:5201 9000
sk | O SIVE INTERNET2-0SG 4Kk | 1 TCP:50247 8930 sk | 00 169.236.28.35 198.32.4349  TCP:5201 9000 -
[JUCSB-NET-AS  SDSC-AS [ TCP:39829 8930 []132.249.252.86 67.58.51.244  TCP:5201 9000
2Kk | [ INTERNET2-0SG SIUE 2k | [ TCP:6863 9000 2k | [ 132.249.252.210 132.249.262.201 TCP:5201 9000
0 " - RS R g . —em om S W allRns aln e s ————— o & " . B E R SalnSne BB .'I; SR T
2330 2330 23350 0000 00:10 00:200:22 2330 2330 2350 0000 00:10 00:200:22 2330 2330 23350 23590 00:10 00:20
TCP Lost Packets/s TCP Lost Packets/s by Protocol TCP Lost Packets/s by Connection
350 Source AS Destination AS 350 Protocol 350 Source Destination  Protocol
B WASH-NSF-AS GEORGIA-TECH M TCP:5201 M 192.69.103.142 134.75.115.138 TCP:5201
390 |' O GEORGIA-TECH WASH-NSF-AS 300 | g TCP:56203 300 | [ 134.75.115.138  192.69.103.142 TCP:5201
250 | CJ SIVE INTERNET2-0SG 250 | ] TCP:44877 250 | [1120.93.153.151 120.93.153.152 TCP:5201
@ vIC-AS NYSERNET-BLK [@ TCP:48072 [ 128.114.109.74 128.111.68.131 TCP:6866
200 | M LLO-CALTECH INTERNET2-0SG 200 | TCP:38826 200 | B 134.75.124.45 134.75.115.132 TCP:8443
[ MICROSOFT-CORP-MSN-AS-BLOCK VCC [ TCP:8443 I 168.123.136.165 206.207.5.150  TCP:5201
150 | @ OPTIPUTER UNIVERSITY-OF-CALIFORNIA-MERCED 150 | @ TCP:44222 150 | N 131.193.183.208 199.109.80.23 UDP:49415
[ GEORGIA-TECH GEORGIA-TECH [ TCP:48208 [0 131.193.183.208 199.109.80.19  UDP:59828
190 | O MICROSOFT-CORP-MSN-AS-BLOCK LOS-NETTOS-AS 190} O cp:s2896 100} [ 198.180.66.18  206.206.143.254 UDP:443
5o | MCSM-AS AS-WAVE-1 50 | EICP:41741 so | M 160.87.0221  52178.17.233 TCP4d3
0 T ‘.—l‘ T . v v 0 — . L ~ 0 r - ~ - . , v
2330 zzaa 2330 00:00 0010 00:20 2330 zzaa 2330 00:00 0010 00:20 2330 2330 2350 (2354 0000 0010 00:20
TCP Round Trip Time (uS) TCP Round Trip Time (uS) by Protocol TCP Round Trip Time (uS) by Connection
400K Source AS Destination AS Protocol Source Destination Protocol
W OPTIPUTER ERX-CERNET-8KB [ TCP:5000 2N | B 10.244.197.32 10.244.206.179 TCP-5000
[ CHINA16S-BACKBEONE OPTIPUTER 1 O uop:sssar []10.244.102.85 10.244.108.45 TCP:5000
aook | O OPTIPUTER SINGAREN-GIX-AS-AP-2 _ _ [ UDP:42757 2v | [010.244.108.45 10.244.102.85 TCP:5000
[ UCINET-AS SINGAREN-GIX-AS-AP-2 150 | @ TCP:42623 [67.58.51.153 67.58.53.147 TCP:6443
[l SD-STATE-UNIVERSITY KREONET-AS-KR [l UDP:42959 s | 675853147 180.858.103 TCP:6443
200k | E STANFORD CESNET2 [ UDP:45801 [ 116.140.188.44 67.58.53.147 TCP:6443
[ CESNET2 OPTIPUTER | L = ™ | B UDP:44507 1 | 0 128.111.68.131 137.164.28 138 TCP-6829
[ CERN SDSC-AS - ~ [0 UDP:38962 []10.244.59.241 10.244.219.21 TCP:861
100k | CJUCINET-AS SURFNET-NL sook 1.8 TCP:-39415 [0 137.164.28.138 67.58.50.67 TCP:AGBM
[ KREONET-AS-KR SDSC-AS [I UDP:33476 500K | [ 67.58.51.160 | 103.5.243.15 UDP:4789 I_I'\-l ﬂj_l-l ﬂ ﬁ-| H . F
ol
AT | | o LA | ot ||,_
2330 2330 2350 00:00 00:10 W:iW,ZZ 2330 2330 23350 00:00 00:10 W:iW,ZZ 2330 2330 2350 0000 00:10 00:va 22
TCP Queueing Delay (uS) TCP Queueing Delay (uS) by Protocol TCP Queueing Delay (uS) by Connection
200K Source AS Destination AS ™ Protocol 2508 Source Destination Protocol
W FAMU UNIVERSITY-OF-CALIFORNIA-MERCED [ TCP:5000 7| Me7.5851.153 67.58.53.147 TCP:6443
[ UNIVERSITY-OF-CALIFORNIA-MERCED STANFORD sook | [ UDP:59739 [ 128.111.68.131 137.164.28.138 TCP-6829
150K | ] AAMU-INTERNET NYU-HSRN-01 [ UDP:38962 2M | []10.244.197.32 10.244.206.179 TCP:5000
[ NCAR-AS CSUNET-NW [ TCP:6823 [ 10.244.102.85 10.244.108.45 TCP:5000
[ UCR-EDU UNIVERSITY-OF-CALIFORNIA-MERCED 00K | @ UDP:57727 15m | B 137.164.28.138 67.568.50.67  TCP-:6874
100k | [ OPTIPUTER TWC-20001-PACWEST [l UDP:60671 [ 10.244.108.45 10.244.102.85 TCP:5000
[l CSUNET-NW ULTRALIGHT sook | @ UDP:46767 oo | 0 138.23.104.120 137.164.28.178 TCP-6854
[0 CESNET2 NU-AS [ UDP:48386 [0 10.244.240.110 10.244.179.187 TCP-9300
s0k | CJUCSB-NET-AS CSUNET-NE | [0 UDP:33155 [ 137.164.28.138 128.114.109.67 TCP:6860
[ SDSC-AS GEORGIA-TECH 200K | [m UDP-56184 |-|__I"-U‘I—| Hﬂﬂn_m_ﬂ |’ 500K | [ 128,114 109.67 138.23.104 66 TCP-6820
|
Lo [ [Ir] | 0 | AL : | , || L Lo T LT ] o G e 1 B L I i
2330 2330 23350 00:00 0010 00:25022 2330 2330 23350 0000 0010 OO:iW,ZZ 2330 2330 23350 00:00 0010 OO:iW 22
right @ 1999-2024 InMon Corp. ALL RIGHTS RESERVEL
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anMon) Optional Extensions sFlow

Options:

1.Headers of dropped packets
2.TCP delay, loss and jitter
3.0ptical interface monitoring
4.Transit delay and queue depth
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inMon Optical Interface Monitoring

sFlow

struct lane {
unsigned int index; /* l-based index of lane within module, O=unknown */
unsigned int tx bias current; /* microamps */

unsigned int tx power; /* microwatts */

unsigned int tx power min; /* microwatts */

unsigned int tx power max; /* microwatts */

unsigned int tx wavelength; /* nanometers */

unsigned int rx power; /* microwatts */ g

unsigned int rx power min; /* microwatts */ Recohe Data ||| ; Rr* =
unsigned int rx power max; /* microwatts */ E— ___'V'éfg;

unsigned int rx wavelength; /* nanometers */

§| |y

A/D Converter

-
Bias Current I

Supply Veltage

i EEPROM Diagnostic Moenitoring Interface

/* Optical SFP / QSFP metrics */ ~—
/* opaque = counter data; enterprise=0; format=10 */
struct sfp {

unsigned int module 1id;

unsigned int module num lanes; /* total number of lanes in module */
unsigned int module supply voltage; /* millivolts */

int module temperature; /* thousandths of a degree Celsius */
lane<> lanes;
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@ Optical Agent/Port-dashboard v3, URL parameters are agent,port,interval,N

Receive Power nyc32-55a1.nysernet.net>HundredGigE0/0/0/0 35.929 oC 3.285 V

1.2 | M lane-1
M lane-2

1 | O1ane-3
M lane-4
08

dBm

0.6

04

0.2

O T Ll L) L) L] Ll Ll L]
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

Transmit Power nyc32-55a1.nysernet.net>HundredGigE0/0/0/0 35.929 oC 3.285 V

M lane-1
35| M iane-2

" O lane-3
M lane-4

3

25

2

dBm

1.5

1

0.5

0 L) L] L) T L] Ll Ll L]
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

Transmit Bias Current nyc32-55a1.nysernet.net>HundredGigE0/0/0/0 35.929 oC 3.285 V

M lane-1
M lane-2

50K

" O lane-3

40K M lane-4

30K
<
=

20K

10K

09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

sFlow

Remote Transmit Power neighbor: syr-57c3.nysernet.net>HundredGigE0/0/1/0

. M lane-1
M lane-2
O lane-3
15l M 1ane-4
&
D 1
0.5
0 L) Ll L) L L] A Ll L)
09:00 10:00 11:00 12:00 13:.00 14:00 15:00 16:00 17:00
Remote Receive Power neighbor: syr-57c3.nysernet.net>HundredGigE0/0/1/0
Amplifier
M lane-1 Receiver
M lane-2 Receive Data : - I - : Fibers
15| — [ L./
O lane-3 ! . ~ *
M lane-4 | Driver A ™
Transmit Data | Transmitter
g -
1 £ g
& gl &| E .
° = a a a
a &| = .Sl
0.5 w’ A/D Converter
= EEPROM Diagnostic Monitoring Interface
: Management
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00
Remote TX Bias Current neighbor: syr-57c3.nysernet.net>HundredGigE0/0/1/0
M lane-1
S0K | M lane-2
L O lane-3

40K | M lane-4

30K

uA

20K

10K

09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

Copyright © 1999-2024 InMon Corp. ALL RIGHTS RESERVED
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anMon) Optional Extensions sFlow

Options:

1.Headers of dropped packets
2.TCP delay, loss and jitter
3.0ptical interface monitoring
4.Transit delay and queue depth
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anMon) Transit Delay and Queueing sFlow

Packet Switch / Router
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startSample —-——————————————

sampleType tag 0:1
sampleType FLOWSAMPLE
sampleSequenceNo 91159
sourceld 0:2216
meanSkipCount 400
samplePool 36463600
dropEvents 0

inputPort 2215
outputPort 2216
flowBlock tag 0:1036
extendedType egress_ queue
egress_queue_id 7
flowBlock_tag 0:1040
extendedType queue_depth
queue_depth bytes 11354112
flowBlock tag 0:1039

Transit Delay and Queueing sFlow

Queueing info goes out with packet header sample

extendedType transit delay
transit_delay nS 839660224
flowBlock tag 0:1
flowSampleType HEADER
headerProtocol 1
sampledPacketSize 1446
strippedBytes 4

headerLen 128

headerBytes 98-03-9B-8F-B5-CC-98-03-9B-94-C7-D5-08-00-45-16-05-94-12-C7-00-00-FE-11-B8-43-C0-00-02-02-C6-33-64-02-30-39-D4-31-05-80-
D7-1D-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-4
2-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42

dstMAC 98039b8fb5cc
srcMAC 98039b94c7d5
IPSize 1428

ip.tot len 1428
srcIP 192.0.2.2
dstIP 198.51.100.2
IPProtocol 17

IPTOS 22

IPTTL 254

IPID 50962
UDPSrcPort 12345
UDPDstPort 54321
UDPBytes 1408

endSample  ——————————————-
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inMon» Transit Delay and Queueing
TV .

QI Flow Browser

ipsource,ipdestination,agentinputifinde bos ~iiter

Ipsource ip2estnation aget Irgunfindex outputitindex queusindsx

180M | 152022 190511002 1520721 221 218 7
W IG2022 198501002 152021 2248 2%
120M
100M
o
S
" v
S owm
—
5 am
o
3
20M
0 - * '
024020 23241 20 A0 004300 09 44.20 09 4427
( it & 2015-2020 f in ) L =T I

] o (L) /,;} localhost:8008/app/orowse-flows/html/findex = M + m

ipsource,ipdestination, agent,inputifinde transit Filter

16 Ipsource Iip2estnation agent Irgunfindex outpatitindey quetsindex
! 2150511002 1520350 2218 28 )

ZISES1 1002 152071 224¢ 2%

CRERE

8O0
|

O
- |
[
'
g
-~ &00M

200M

1) v v ' A
Q480 2040 29 A2 0 2040 24400 00 4422
( It & 2015-2020 f in ) LT HTS | F

Copyright © InMon Corporation 2021



Integrated measurement sFlow

AT N
e sFlow
AT A sNMP, BGP, DNS
4 ........... g F Ibw I
- Traffic Sentinel T
\\ // ......... oo — — —
» sfow @ @ 808

*All Devices
*All Servers
*All Applications
*All the time

http://www.sflow.org

'EF_ZaZDZaZDZ

.....

Copyright © InMon Corporation 2025



N

Integrated measurement sFlo

Always have context...

@D Traffic Sentinel

File e Home Events =/ " Hosts Services Signatures Reports Maps Controller Search  Help
Status | Interfaces | Factors | Circles | Trend |

Fllter:
InMon > Demo2 > [ Al + | (Show Map )
Chart | Top IP Multicast Flows ~$) From Host [ Al 4 Protocol [ Al 3

ate | Thu4/28 | Time | 08:00 AM | Interval 60 minutes & Units | Bits/sec. & |
Wh ere Where (2 Cox)(Edin ) Clear)
Source Address Source Port Destination Address Destination Port
B 172161349 UDP.4724 224,77.217.223 _UDP.7777 (cby
- & 172.16.3.100 UDP-32771 (filenet-rmi) 225012  UDP:50002
_— n 10.216.49.248 UDP-2603 (servicemeter) — 224.16.17.25 UDP:47806 (ap)
W O o ] 10.216.49.248 uov/zmm(—&&-mvm 224.16.17.55 UDP.47806 (ap)
| 10.216.4€Bﬂ////u/05’2593[mns-manl' 224.16.17.15 UDP-47806 (ap) tra( :e path
300M o
what =
=
200M

when ™ locate hosts

100M D —
\\\\\
SOM
0 - - § = ~ ~ -
8:05AM  8:11AM  8:17AM 823 AMB27AMAM  835AM 841 AM  8:47AM  B:53AM  8:59AM
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data collection and
analysis
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sFlow-RT
Data Reduction
may be 6 orders

SDN Controllers
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Real-time control with sFlow-RT

sFlow-RT = scriptable real-time analytics engine
(sFlow, BGP, DNS, OpenFlow, REST, FlowSpec)
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sFlow-RT - Prometheus

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html

visit blog.sflow.com and search for "compose"

Thursday, July 13, 2023

Deploy real-time network dashboards using Docker compose

Apache/PHP

Applications

Virtual Hosts
Containers

Virtual Network

sFlow REST

Telemetry Analytics

Real-time
Scaleable
Programmable

(

n 3 M[SOS

openstack
kubernetes

Orchestration

HinfluxDB

; logstash GrAnfcr*o
‘-i ometheus

DevOps

t“-J

oMo

SDN Controllers

This article demonstrates how to use docker compose to quickly deploy a real-time network analytics stack that
includes the sFlow-RT analytics engine, Prometheus time series database, and Grafana to create dashboards.
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https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html
http://blog.sflow.com

sFlow-RT - Prometheus sfFlow

anMon)

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html
(visit blog.sflow.com and search for "compose'")

git clone https://github.com/sflow-rt/prometheus-grafana.git
cd prometheus-grafana
./start.sh

Congratulations, your laptop is now an sFlow collector tool-chain, listening for data on 6343/udp

Copyright © InMon Corporation 2025
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anMon)

skFlow-RT - Prometheus

Use sflowtool to play back recorded sFlow capture...

1. Connect to your sflow-rt on http//127.0.0.1:8008

2. Open a second terminal window, make a new directory
called "sflowtool" and download files from this drive
folder:

https://tinyurl.com/sflow6nrp

3. Run commands:
* docker pull sflow/sflowtool

¢ GW=192.168.x.x <--- your own laptop IP address right now

« CAP=sflow _yt3.pcap

sfFlow

My Drive > 6NRP ~
X 1selected

Name ¥

B tutorial_sflow playback.txt 2=

sflow_yt3.pcap 2%

ecmp.pcap a%

« docker run -v $SPWD/$CAP:/$CAP sflow/sflowtool -r /SCAP -f $GW/6343 -P 10

4. See traffic in sFlow-RT flow-browser
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anMon) skFlow-RT - Prometheus sfFlow

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html

Welcome to Grafana

Connect to the Grafana web interface on port 3000
using default user name and password (admin/admin).
You will be promted to change the password.
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sFlow-RT - Prometheus sfFlow

anMon)

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html

D~ <

Dashboards

Select the option to Import a new Dashboard. Enter
the code 11201 to i1mport sFlow-RT Network Interfaces

dashboard from Grafana.com and click on the Load
button.

Copyright © InMon Corporation 2025


https://grafana.com/grafana/dashboards/11201-sflow-rt-network-interfaces/

sFlow-RT - Prometheus sfFlow

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html

Home Dashboards

Home Dashboards
Utllization In Utilization Out

N

Import dashboard

ax

Importing dashboard from Grafana.com T e |
, 0 40 1550 18600 10 1620
Published by sflow ! 252) {10) (10.0.0.252) () 3240 e (000232 (N) = (0.00252 0
{90.0.0.254) ether){1) 252 ¢3) {90.0.0.254) atheri{1)

Updated on 2019-11-15 10:21:38
Discards In Discards Out

0,300 1

* WARRRY

15:30 1540 1550 1800 ¥:10 %20 15:30 1540 1550 600 16:%0
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o CHeA2{%0.0.0971) swp¥3) ck 0.0971) swp¥3)
General - Gl 2(0.00771) swp2id) ¢k Q.0T71) swp2id)

0.0971) swp3i5)
Unigue identifier (UID)

SR A A AT a i wh L ad BN A AV v AL

Errors In Errors Out

1 1
gQXKbSAZz Change uid 0730 Q730

0300 0300
Prometheus
0.250 0.250
sflow_rt_data o
1540 1550 1800 18:%0 %:20 15:30 1540

Import Cancel chheal2{30.0.0171) swpH{3)
Q00371 swp2id)

SHeal 2{%0.0.0971) swp3(5)

Laand BT oA A ATV e 4 L)

Select the sflow rt data Prometheus database and click on the Import button.
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skFlow-RT - Prometheus

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html

Home Dashboards

Import dashboard

Importing dashboard from Grafana.com

Published by sflow

Updated on 2019-11-15 10:21:38

Options

Name

sFlow-RT Network Interfaces

Folder

General

Unigue identifier (UID)

gQXKbSAZz

Prometheus

sflow_rt_data

Import Cancel

Change uid

Copyright © InMon Corporation 2025

9
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Repeat the steps to add the sFlow-RT Health dashboard, code 177096

sfFlow



https://grafana.com/grafana/dashboards/11096-sflow-rt/

sFlow-RT - Prometheus sfFlow

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html

- job name: 'sflow-rt-countries'
metrics path: /app/prometheus/scripts/export.js/flows/ALL/txt

static _configs:

- targets: ['sflow-rt:8008"']
params:

metric: [ 'sflow country bps']

key:

- 'null:[country:ipsource:both]:unknown'
— 'null:[country:ipdestination:both]:unknown’

label: ['src', 'dst']
value: [ 'bytes’']
scale: ['8']
aggMode: [ 'sum']
minValue: ['1000']
maxFlows: [ '100']

- job name: 'sflow-rt-asns'
metrics path: /app/prometheus/scripts/export.js/flows/ALL/txt

static _configs:

- targets: [ 'sflow-rt:8008']
params:

metric: [ 'sflow asn bps']

key:

— 'null:[asn:ipsource:both]:unknown'
— 'null:[asn:ipdestination:both]:unknown'

label: ['src','dst']
value: [ 'bytes']
scale: ['8"']
aggMode: [ 'sum']
minValue: ['1000']
maxFlows: [ '100']

Extend prometheus/prometheus.yml to append the above scraper config, then
run "docker restart prometheus”
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skFlow-RT - Prometheus

https://blog.sflow.com/2023/07/deploy-real-time-network-dashboards.html

Home Dashboards
Import dashboard

Importing dashboard from Grafana.com

Published by sflow

Updated on 2019-11-15 10:21:38

Options

Name
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Folder
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Add dashboard 11146 to load the sFlow-RT Countries and Networks

dashboard.
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Agenda:
1.Introduction to sFlow

2.Hands-on deployment of sFlow tool-chain
3.Passive TCP delay, loss and jitter measurements
4.Network-wide packet drop analysis

Copyright © InMon Corporation 2025



GnMon)» Passive TCP Monitoring sFlow

/etc/hsflowd.conf:

sflow {
collector { ip=127.0.0.1 }
pcap { speed=1G- }
tep {3

}

https://sflow.net/host-sflow-linux-config.php
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Passive TCP Monitoring sfFlow

® ® e Data Transfer Node Metrics X + v
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Packet Drop Analysis sFlow

O ®@ [J < ) @ sflow.nautilus.optiputer.net C © ﬂ] +

L~ (™ Discard Browser

@ Discard Browser

function,asn:ipsource:both,dns:ipsource,stack,ipde fps 'function'='ip_error'
lee demo function asn:ipsource:both  dns:ipsource stack ipdestination tcpdestinationport
B ip_error AS26397 OPTIPUTER 67-58-51-233.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp  10.244.217.251 6800
12 M ip_error AS26397 OPTIPUTER 67-58-51-232.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp  10.244.217.251 6800
O ip_error AS26397 OPTIPUTER 67-58-51-237.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp 10.244.217.251 6800
B ip_error AS26397 OPTIPUTER 67-58-51-234.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp  10.244.217.251 6800
10 | M ip_error AS26397 OPTIPUTER 67-58-51-227.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp 10.244.217.251 6800
-g B ip_error AS26397 OPTIPUTER 67-58-51-236.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp 10.244.217.255 6800
8 B ip_error AS26397 OPTIPUTER 67-58-53-155.node-exporter.monitoring.svc.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
“_3 8 B ip_error AS26397 OPTIPUTER 169-228-132-18.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
e M ip_error AS26397 OPTIPUTER 67-58-53-161.node-exporter.monitoring.svc.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
8 6| M ip_error AS26397 OPTIPUTER 67-58-51-236.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp  10.244.217.251 6800
S
(I
4
2
o . , , adl' A A
12:02:00 12:03:00 12:04:00 12:05:00 12:06:00

Copyright © 2015-2020 InMon Corp. ALL RIGHTS RESERVED

Copyright © InMon Corporation 2025



anMon)

Server Drop Monitoring example sFlow

Linux drop reports function=="udp4 lib rcv+0x597"

# 1. Look up symbol;

root> grep  udp4 lib_rcv /boot/System.map-5.15.0-113-generic
fifffff81c004a0 T udp4 lib rcv

# 2. Add offset and find Linux kernel source code line:
root> eu-addr2line -e /usr/lib/debug/boot/vmlinux-5.15.0-113-generic FFRFFFFF81CO0A37

/build/linux-3d8Wab/linux-5.15.0/net/ipv4/udp.c:2465:9 ﬂ

sFlow from servers reports packets dropped in host protocol stack (identifying kernel function)
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linux / net [/ ipv4 [ udp.c

Code Blame | 3343 lines (2876 loc) - 83.6 KB &3 Code 55% faster with GitHub Copilot

2455 1T (udp_lib_checksum_complete(skb))
2456 goto csum_error;
2457
2458 __UDP_INC_STATS(net, UDP_MIB_NOPORTS, proto == IPPROTO_UDPLITE);
2459 icmp_send(skb, ICMP_DEST_UNREACH, ICMP_PORT_UNREACH, 0);
2460
2461 / %
2462 * Hnm. We got an UDP packet to a port to which we
2463 * don't wanna listen. Ignore 1it.
2464 %/
| 2465 kfree_skb(skb);
2466 return 0;
2467
2468 short_packet:
2469 net_dbg_ratelimited("UDP%s: short packet: From %pl4:%u %d/%d to %pIl&:%ul\n",
2470 proto == IPPROTO_UDPLITE ? "Lite" : "",
2471 &saddr, ntohs(uh->source),
2472 ulen, skb->len,
2473 &daddr, ntohs(uh->dest));
2474 goto drop;
2475

sFlow from servers reports packets dropped in host protocol stack (identifying kernel function)
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Data Center Wide Server Performance Monitoring
Related Links Participate

host

srlow A1

Home About Host sFlow Documentation

The Host sFlow agent exports physical and virtual server e ree——
performance metrics using the sFlow protocol. The agent provides l DOWNLOAD
scalable, multi-vendor, multi-OS performance monitoring with NOW
minimal impact on the systems being monitored.

Supported operating systems:
NEWS . o FreeBSD
April 12, 2012 - Solaris support implemented o Linux
o Solaris
March 1, 2012 - Host-sFlow version 1.20 released with support for Windows 8 beta N
Windows
Ja 5,2012 - Hyper-V support implemented .
i vpe op P Supported hypervisors:
July 7,2011 - Ganglia 3.2 supports Host sFlow o KVMAibvirt
March 4, 2011 - FreeBSD support implemented Xen/XCP/XenServer
Hyper-V

February 22, 2011 - Windows load averages added

December 17, 2010 - iptables/ULOG traffic monitoring added

Octobor 15, 2010 - KVM/libvirt support implemented

October 8, 2010 - Host-sFlow version 1.06 released (XCP 0.5 /XenServer 5.6 FP1)

September 23, 2010 - Windows installer implemented
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sFlow® is an industry standard technology for
monitoring high speed switched networks. It
gives complete visibility into the use of
networks enabling performance optimization,
accounting/billing for usage, and defense
against security threats.

sFlow.org drives the widespread adoption of
sFlow by end users, network equipment and
software vendors.

Linux 3.3 released
sFlow and OpenFlow in mainline Linux
kernel Read more.

Packet Pushers: Show 80 - SFlow
and IP Accounting
SFlow: Why, What, How Read more.

Read all News
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Monitoring converged networks using the sFlow® standard
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Figure 1: Software Dofinod Networking archtectum

The elements of the Software Defined Networking (SDN) architecture are shown in Figure 1. The Data Plane
comprises switches connected together to form a network. However, instead of relying on proprietary software

Popular Posts

log.sflow.com

articles

x e
& C | ® www.inmon.com * [+]

® © ® / ® inMon: Home

Customer Login

inMon

The Inventors of sFlow® HOME | PRODUCTS | TECHNOLOGY | PURCHASE | SUPPORT | ABOUT US

News & Events
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May 13, 2016 Docker Ecosystem Technology Partner:
Networking [ read more |

Jan 29, 2016 Real-Time Traffic Monitoring Is Built Into
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[read more ]
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Network-wide visibility and control  Optimal network performance  Improved security

sFlowTrend-Pro About InMon & sFlow®

This software provides an integrated picture of Building on sFlow Trend, this is a fully featured Developed by InMon, sFlow is the

network, storage, server and communications network traffic monitoring product. [ leam more ] F I ~ e
performance, enabling optimal service delivery in Free Trial = Sriow ‘ea""l"f' '““"‘”“r’f"“"’h s‘a":’ah”’d'” ”
monitoring high-speed switched ant

a converged infrastructure. [ leam more
sFlowTrend routed networks. InMon is a founding member of the SFlow.org

Take a Tour =
Register for a Free Trial = Afree, graphical network monitoring tool using industry consortium. [ leam more ]
the popular sFlow standard. [ lear more ]
Download =+
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“In our environment performance is critical. Traffic Sentinel allows us to pinpoint network problems o Latest release o Latest release
instantly.” « Discussion forum o Discussion forum
~Robert Jordan, Senior Network Engineer, Lucasfilm Entertainment Company Ltd.
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sFlow-RT

Platform for open source analytics
based applications with active
developer community

Real-time analytics for actionable
intelligence to support DevOps, instrumentation built into network.
Orchestration and SDN compute and application
applications infrastructure

Scaleable support for sFlow

sFlow-RT™ incorporates InMon's asynchronous analytics technology (US.  Recent Discussions
Patents 8838774, 9509583, 9712443, 9722926), delivering real-time
visibility to Software Defined Networking (SDN), DevOps and
Orchestration stacks and enabling new classes of performance aware
application such as load balancing, DDoS mitigation and workload
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